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NIST 800-171/CMMC Cybersecurity
Solution - CMMC Made Simple

Core Business Solutions provides a turn-key solution for customers to
ensure compliance throughout the United States for the Defense
Industrial Base in accordance with today's security demands.

ASSESSMENT, TRAINING, and CONSULTING

Online assessment and training for your Staff

Online training for Management

Consulting support to complete necessary documents
Assistance with controlling documents

Employee security training

DOCUMENTS

A guided self-assessment and System Security Plan (SSP)

A Plan of Action and Milestones (POAM)

Customizable Security Policy Templates

Security Metrics, Objectives, Actions and Incident Documentation
Management Review template

CMMC MANAGEMENT SYSTEM SUPPORT

CORE Security Suite

Dashboard Progress and Accountability Reporting

Management Dashboard

Autocreation of SSP/POAM documents and generation of SPRS Score
Usage of Autoforms associated with the CORE Security Suite

Control of policies and documentation in the CORE Security Suite

See more details on the next page.
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CORE SECURITY SUITE ‘ ‘
Out of the box, CORE Vault

* System Security Plan (SSP) : -
*  Plan of Action and Milestones (POAM) makes you compliant with 82
-SSP Dashboard of 110 NIST/CMMC
*  Security Change Log requirements. F'or the
* Risk Register remaining requirements, our
*  Security Incident Management experts provide hands-on
*  Asset Management support to help you achieve
* CORE Autogenerates your SSP, POAM, and your maximum SPRS score
SPRS Score for the DoD database based on and help you prepare for
your input. CMMC certification.
Scott Dawson | CEO
CORE Vault®
A Cloud-Based CUI Enclave Solution
* VDI (Virtual Desktop Infrastructure) *  Vulnerability Scanning
remote desktop (Windows 10 with 100 GB *  Web Filtering
encrypted storage) *  Multifactor Authentication (MFA)
* Hosted in FedRAMP authorized and *  Antivirus/Endpoint Detection and
equivalent environments Response (EDR)
* MS Office GCC High * Secure Encrypted File Sharing
* Secure Encrypted Email * Data Loss Prevention (DLP)
* Network Security includes firewalls, * Incident Response support
intrusion detection/ prevention systems * CORE Security Suite
(IDS/IPS) *  Ability to support local printing and
* FIPS 140-2 Validated Encryption data exchange for your operational
* Segregated Backup and Recovery technology (CNC machines, etc.),if
* SIEM/SOC (Security Information and Event needed
Management, 24x7 Security Operations
Center)

* User Access Controls
* Maintenance and Patching

Annual support includes security awareness 2P ¢
training and updates on SSP/POAM/SPRS '
Score.
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