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VAULT

A CUI Enclave and More

If you contract with the Department of Defense, you may need to be NIST SP 800-171/CMMC
compliant. But many businesses don't have the IT resources to overhaul their entire network
to meet those strict cybersecurity requirements.

With CORE Vault, you don’t have to.

For over 24 years, Core Business Solutions has helped businesses achieve compliance by
combining expert consulting support and cloud-based technology. Now, we're applying that
proven approach for an all-in-one NIST/CMMC CUI enclave solution.
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CORE Vault is a cloud-based “enclave,” accessible from any .
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computer, where you can store and transmit Controlled with 82 of 110 NIST/CMMC

Unclassified Information (CUI) and Federal Contract requirements. For the
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computer network and equipment. on support to help you
achieve your maximum

Each employee who needs to access and works with CUI/ SPRS score and help

FCI will receive their own highly secure virtual PC (that we you prepare for CMMC

call a “Vault”). Our cyber experts remotely manage your certification.
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CORE Vault also comes with a subscription to the CORE Security Suite. This includes
document templates to help you develop your policies and System Security Plan (SSP) and
an automated SPRS score calculator to help you quickly meet NIST/CMMC requirements.

This solution can simplify security for any company handling sensitive information, even if
you don't work with the DoD. Ask us how CORE Vault can be customized to fit your needs.

Let us handle compliance so you can focus on your business. It doesn’'t get simpler than
CORE Vault.
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- VDI (Virtual Desktop Infrastructure)

remote desktop (Windows 10 with 100
GB encrypted storage)

- Hosted in FedRAMP authorized and

equivalent environments

- MS Office GCC High
- Secure Encrypted Email

- Network Security includes firewalls,

intrusion detection/ prevention systems
(IDS/IPS)

- FIPS 140-2 Validated Encryption
- Segregated Backup and Recovery
- SIEM/SOC (Security Information and

Event Management, 24x7 Security
Operations Center)

- User Access Controls

- Maintenance and Patching

- Provision of required security policies with

- Vulnerability Scanning
- Web Filtering
- Multifactor Authentication (MFA)

- Antivirus/Endpoint Detection and

Response (EDR)

- Secure Encrypted File Sharing
- Data Loss Prevention (DLP)
- Incident Response support

- CORE Security Suite (including policy

templates, system security plan (SSP),
AutoForms, dashboards and more)

- Ability to support local printing and

data exchange for your operational
technology (CNC machines, etc.),
if needed

guidance on modification for company use

CORE Vault solution

- Initial completion of the SSP and POAM
- Annual SSP and POAM update/review
- Annual review of SPRS score

- Security Awareness Training

Core Business
Solutions, Inc.

ISO and Cybersecurity Consultants

- Consultant guidance for implementation of the

www.thecoresolution.com | 866.354.0300



CORE VAULT BENEFITS

Flexibility and Scalability

Easily expanded or reduced based
on needs.

Quick Deployment

CORE Vault can be deployed in
days, speeding up compliance
readiness.
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Less Disruptive

Minimizes disruptions to your
existing operations.

Delegated Compliance
Responsibilities

Our security team handles
many required compliance
tasks in the background.

Interested? Call us today at 866.354.0300 or contact us online.
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